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To Trapdv  ekTTaIdeUTIKO UAIKO €xel  avarTuxBei ota TTAaicia  Tou
EKTTAIOEUTIKOU £pyou TOU OIOACKOVTA.

To €pyo «AvolkTtd Akadnuaikad MaBniuara oto TEI Kevrpikri¢ Makedoviac»
EXEl XPNMATOOOTACEI HOVO TN AVAdIAUOPPUWON TOU EKTTAIOEUTIKOU UAIKOU.

To €pyo uAotroicital oT1o TTAdiolo Tou ETmixeipnolakou [1poypAupaTog
«EkTTaidevuon kar Aila Biou MdaBnon» kar ouyxpnuatodoTeital atmd Tnv

EupwTtraiky ‘Evwon (EupwTtraikd Koivwviké Tauegio) kar atrd  €Bvikoug
TTOPOUG.
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Eupwmnaind Koevwwvmod Te
(o Mz ) ouyxpnparobétnon me EAAaSag xar tng Evpwmaixic Evwong
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Ao@AAEIO ETTIKOIVWVIWYV

1. Ipsec

Security Association (SA)
Transport mode

Transport mode Ipsec
Authentication Header (AH)
Tunnel Mode

ESP — Encapsulating Security Payload
H emkepaAida tou ESP

TLS/SSL

1. Tarti uTtapyxel To SSL

2. Transport Layer Security (TLS)
3. TLS diadikaoia xeipayiag

10. MNwg euTTIoTEVOPAI KATTOIOV,

© 00N OAWDN

o

AXDAAEIA & ATAXEIPIXH AIKTYQN - TMHMA MHXANIKQN ITAHPO®OPIKHX TE



2 KOTTOl EVOTNTOG

MMMMMMMMM AXDAAEIA & ATAXEIPIXH AIKTYQN - TMHMA MHXANIKQN ITAHPO®OPIKHX TE



AGQAAELN ETIKOIVOVIOV

|PsecC
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|Psec

e

KENTPIKHZ
MAKEAONIAZ

Etvon uia mpoondBera tne IETF va tpocOécet
AGPAAELN OTT OLOOIKAGIO LETOUPOPAC TOV TOUKETMOV.

2uykekplueva, To IPsec tomoBeteital 6to 30 enimeoo.
Me 1oV TpOTOo 0VTO 1| AGPAAELD YIVETOL CLVECAPTN TN
oo TNV EPOPLOYT) Kot OLAPOVT) GTO ¥PNOTN
Leprypdpeton kupime ota RFCs 2401, 2402 kon 2406

dpocscpapet Kupimg, uucsrmomw KOl 0KEPOLOTNTA
OE0OLEVMV KAOME KO TPOCTUCLO OO ETOVEKTOUTTEC.

Boocileton og teYVIKEC KPLTTTOYPAPIOS CUUUETPIKOV
KAEL010V (‘Y100 AOYOUC TOYVTNTOC)

AXDAAEIA & ATAXEIPIXH AIKTYQN - TMHMA MHXANIKQN ITAHPO®OPIKHX TE



Security Association (SA)

* Mia oOvdeon IPsec ovoudleton Security
Association.

* H SA &ivou simplex kot diabétet Eva
AVAYVOPLIGTIKO AGQAAELNG TOL ETvol
YOPUKTNPLOTIKO TNG CLYKEKPIUEVNC SA.

— Y7o v évvola avtn ivo connection-oriented

o Av 0EA® appiopoun emkotvevia ypetalopat 2
mopdAiiniec SA

KKKKKKKKK
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Security Association (SA)

e Amottovvton 0V0 OL0OIKOGIEG:
— 1 TpocONKM EMKEQAAIO®V, KOl

— 1 ISAKMP (Internet Security Association and Key
Management Protocol) mov aoyoAgiton pe tnv
eykafiopvon KAEOIDV.

H og0tepn awtn ootkacio eival waitepa
TOADTAOKN KUl TO TPOTOKOAAO VAOTOINONC TNC
Internet Key Exchange — IKE) mapovocialet
KATO1EG 0LOVVOULEC

MAKEAONIAZ ASOAAEIA & AIAXEIPIZH AIKTYON - TMHMA MHXANIKOQN ITAHPO®OPIKHE TE 10



Transport mode

* Yrmapyovv 000 TeXVIKEC EQapLoyNc Tov IPsec.

* H npotn ovopdletan transport mode ko pe avt M
emikeparioa tov IPsec mapeupPdireton petaco g IP
EMIKEPUAIONG KO TNG ETKEPAALONG 40V EMTEOOV.

« H Transport Mode napéyet ac@aln cOvoeon LETAED
000 aKpoimV onueimv kadmnc evBvAakmvel To opTio
evog IP moxeTov, evar Tunnel Mode evBvlaxmvet
oAOKANPO 10 [P mokéTo kol mpoceEpel Eval ELKOVIKO
KOGPOAES ockpoc» netacL 0vo muAmv. Etot, 1 ogvutepn
XPNOWOTOLEITOL Y10l TN oNpovpyio nocpocf)octomoov
VPNS 0mov 10 TOOVEA OMNUIOVPYEL LL0L AGPOAT
GUVOEGT TAV® oo T0 Un-aceaisc Internet.

AAAAAAAAA AXDAAEIA & ATAXEIPIXH AIKTYQN - TMHMA MHXANIKQN ITAHPO®OPIKHX TE 11



Transport mode IPsec

- Authenticated >
IP header AH TCP header Payload + padding
e 32 Bits ———————==——————»|
Next header | Payload len (Reserved)

Security parameters index

Sequence number

[
)

Authentication data (HMAC)

({8
)

* Tlpootifeton | emkeparidoa AH (Authentication Header)

* To medio Protocol avtikadictator dote va dgiyvel oto IPSec
(port 51) ka1 n avapopd 6to 40 eminedo yivetal pécm tov IPsec

header.

e

KENTPIKHZ
MAKEAONIAZ

AXDAAEIA & ATAXEIPIXH AIKTYQN - TMHMA MHXANIKQN ITAHPO®OPIKHX TE 12



Authentication Header (AH)

» Next Header (w.y. TCP (06))
* Payload Iength: ap1Oudg Tmv 32-bit Aéemwv otov AH pegiov 2.
° Security Parameters IndeX: o apdusc tov siovikoy

KuKAOpatog 1 Tov SA. Eivar deiktng mov delyvel og o Bdon dedouévmv
TOV OEKTN OTOV PUAAGGETAL TO KAEWOL TNG emKovoviog noli e dAleg
TOPAUETPOVE TN GVVOECTC.

* Sequence Number: apifunon Tov TakETmV. ALPOPETIKN aKoOUN
Ko yio Tig emavekmounéc. IIpootatevet omd replay attacks. Av to, 232
VOUOLEPD TEAELMGOVY TTPENEL VA, VAoToM Ol vEéa SA.

« Authentication Data: ynoeokn vroypaen tov payload. Evepyesitan
novo oto: payload+xiei+(kdmoia wedia Tov IP header (SA)). 'Etot
KOAOTTTEL Ko TV TawtdTnTa. Tov omootoréon. HMAC= Hashed Message
Authentication Code

PABACNI AXDAAEIA & ATAXEIPIXH AIKTYQN - TMHMA MHXANIKQN ITAHPO®OPIKHX TE 13
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IPSec in

Original IPv4 Datagram

AH Transport Mode
New IPv4 Datagram

%
i

MNew IP

— type =
L | ver |hlen Tos pkt len AL | ver |hlen TOS pkt len + AH size
@ | @
= 10 flg=| frag offset { - In flge| frag offset
= \\:? e

TTL prntn:T-."._ij header chksum - ___T_IL_F _&rft:::ﬂ-l‘ . header cksum

—-=="  sxc IP add;;s\?“"-—h__ S sre 1P address == _

.

dst IP address

dst IP address

TCP header {proto = &)

TCF payload

TCP Header + payload,.”

]

next =TCP" Reserved

AH len

e ==

L SPT (Security Parameters Index)
¥

T
#
. Sequence Number

&

Authentication Data
{usually MD5 or SHA-1 hash)

Protected by
AH Auth Data

TCF payload

TCP Header + payload ,-""~. AH Header ;/f//

AXDAAEIA & ATAXEIPIXH AIKTYQN - TMHMA MHXANIKQN ITAHPO®OPIKHX TE



Tunnel Mode

* I'tvetou evBuAddxkmon 6Aov tov IP makétov og Eva véo
IP makéto pe véa IP emkepaiioa

e XPNOOTOIEITOL KDPIWE OTOV TO TOVVEA TEPUATICEL GE
LLLOL GLOKELT) OLOUPOPETIKT] OTTO TOV TEAKO TOPOANTTY
TOV TOKETOL

* H ovokevn avtn gival cuviBme éva firewall kon 6Aa o
oiKkTva OV PBpilokovton Te® aTd AVTO O YPELALETOL VO
YvopiCovv Timoto oyeTikd Le T ¥pnon tov IPsec

* H péBoooc tov touvel TpooTOTEVEL TOL OEOOUEVO KO
oo TNV TEPIMTOON TNC AVAALGNC TNC KIVNGNC 1 0ol
0€ TOAAEC TEPUTTMOGELC UTOPEL VOL ODGEL UPKETEG
TANPOPOPieG Ge Evav mhavo el6oAEa.

PABACNI AXDAAEIA & ATAXEIPIXH AIKTYQN - TMHMA MHXANIKQN ITAHPO®OPIKHX TE 15



IPSec in AH Tunnel Mode

Original IPw4 Datagram New IPws4 Datagram

T—
- wer | hlen TOS pkt len wer | hlen TORS pkt len + AH + IP
L2
@
== ID flgs= frag offset ID flgs= frag offset
="
[ T - [ | [ N T o B | E—— =
TTL prntn:tiﬁl header clsuwm TTL]'_ proto=AH‘ header clksum
o — — — e e e - - =
== src IP address src IP address ~ — - _ _
1x:‘ dzt IF address dst IP address B
§ -rn:xt=IP - A Len Reserwved
— TCP header {(proto = 6) ===r===
= ¢ SPTI {Security Parameters Index)
¥
o e -
[ ” Segquence Number
- -
e -
o . Authentication Data
i TCF payload L {usually MDS or SHA-1 hash)
= | 4
2= | ver | hlen TOS pkt len
| o
J/j = ID flgs frag offset
=
l. — TTL proto=TCP header cksum
=
l Protected by ‘oo sTc IP address
AH Auth Data =

dst TP address

TCP header {protoe = &)

TCF payload

Mnyn: http://www.unixwiz.net/techtips/iguide-ipsec.html

Tel -“(
— K%TPIKI:Z\
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ESP — Encapsulating Security Payload

* EvoAloktikd tov AH ypnoipomoleiton n te€VIKN
ESP mov kaAVmtel T060 TIC TeEpunTOGElC transport
mode 660 ko T1¢ TepimTdoelc tunnel mode.

(@)

(b)

- Authenticated >
P ESP TCP _ o
header header header Payload + padding | Authentication (HMAC)
- Encrypted >
- Authenticated >
New IP ESP Old IP TCP , o
header header header header Payload + padding Authentication (HMAC)
- Encrypted -

(a) transport mode. (b) tunnel mode.

e

KENTPIKHZ
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MAKEAONIAZ

TCP Header + payload”

IPSec in ESP Transport Mode

Original IPv4 Datagram

i

L | ver |hlen Tos pkt len

P

= ID flgs frag offset

[

b = == = = -

TTL proto=TCF header chksum
o
=T sre IP address

i

det IP address

TCFP payload

Encrypted
Data

‘_------_----h“
Authenticated®
Data H

-----------'

aEEy

-

New IPv4 Datagram

Mew IP
type

ver |hlen ToS pkt len

1D flgs frag offset

TIL proto=ESP

1T, |proto=ES P header cksum

-

sre IP address = =~ - _

dst IPF address

SPI (Security Parameters Imdex)

Seguence Number

TCP Header
+ Payload
(variable)

Padding

(variable])

- == =

next=TCP

Authentication Data
{optional)

AXDAAEIA & ATAXEIPIXH AIKTYQN - TMHMA MHXANIKQN ITAHPO®OPIKHX TE

18



IPSec in ESP Tunnel Mode

Original IPwv4 Datagram Mew TP New IPw4 Datagram

— t}"F'E —

L | ver |hlen TS pkt len L J ver |hlen Tos prkt len

o | o

- ID flgs= frag offset \ - ID flgs= frag offset
[ T [

TTL Erntn=IC; header clksum R\Hh_ TIL*_ prntn=ESﬁ- header clksum
- - e - L Bl

I src IP address src IP addre&gk‘-h‘_

xxx dzt IP addressz det IP address =
<t o S
= Eﬁ SPI {Security Parameters Index)
— TCF header {protoe = &)}
= Sequence Number
3+ - e e e e e e e e e e — ————— - - - ik

¢
— T
= IP Header
£ -'
- TCP payload !
(]
I i
]
[}
]
H TCF Header
II . + Payload
]
| Encrypted
1L
Data '
‘_------‘-----‘_ ________________ ‘-‘-"'-\.
s Authenticated = Fadding T
:‘ Data = (wariable) pad len
mmmmmmmmmm=* 0000 P s s s s sssssssdssssas &

Authentication Data

{optional)

e

KENTPIKHZ
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H emucepaiioo tov ESP

o 2 X 32-bit AéEerc
— Security parameters index
— Sequence number
— Initialization vector (evoAAoKTIKA yio TV KPLTTOYPAPTON)

« ESP trailer
— HMAC (Hashed Message Authentication Code)

— To o611 givon 6to T€AOC PonBdel otV vAoToOino”M yaTi
umopel vol vtoAoyileTon Kot TV €000 TOV TOUKETWMV

MAKERONIAZ AXDAAEIA & ATAXEIPIXH AIKTYQN - TMHMA MHXANIKQN ITAHPO®OPIKHX TE 20



TLS/SSL

4
T ¢
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["ati vapyel To SSL

1. Kpvrtoypdonon
» KpoBo avtd mov petadioetal omo
TPLTOVG
2. Tovtomoinon

» ITiotomoi®m Ot aVTOC LE TOV OTTOIOV
LWAQ® EVOL AVTOC TOV AEEL

KKKKKKKKK
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Transport Layer Security (TLS)

* Toéoo to Transport Layer Security (TLS) 6c0 kat o
TPOKATOYOC TOL, Secure Sockets Layer (SSL), eivon
KPUTTTOYPOPIKE TPOTOKOAAN Y10l TNV AGPOAAT] ETKOVOVIO TAVED
amo to Internet.

 To TLS xou 10 SSL xpontoypagodv ta takéta (segments) Tov
EMTEOOV UETAPOPAS YPMNOLLOTOLDVTOS GUUUETPIKT
KPLTTOYpOpio yio TNV LUoTIKOTNTO Kot message authentication
code — MAC yia v a&lomiotio Tov UnvVopdToy.

c O1 81a(p0p8g EKOOCELS TOV TPOTOKOAAWDV Y PN GLLOTOLOVVTOL
gupoTaTO GE EPUPHOYEG OTwg Web browsing, electronic mail,
Internet faxing, instant messaging ko voice-over-1P (VolP).

 To TLS &yet exo00el and tnv IETF. H tedevtaia Eékdoon tov
etvan 0 RFEC 5246 xon Bacileton o€ mponyouUEVEC
tonontoincelc Tov SLL mov avéntuée n Netscape Corporation.

PABACNI AXDAAEIA & ATAXEIPIXH AIKTYQN - TMHMA MHXANIKQN ITAHPO®OPIKHX TE 23


http://tools.ietf.org/html/rfc5246

TLS owokactio yeipoyiog

« ATLS client and server negotiate a stateful connection by using a handshaking
procedure.[ 3] During this handshake, the client and server agree on various parameters
used to establish the connection's security.

— The handshake begins when a client connects to a TLS-enabled server requesting a secure
connection and presents a list of supported CipherSuites (ciphers and hash functions).

— From this list, the server picks the strongest cipher and hash function that it also supports
and notifies the client of the decision.

— The server sends back its identification in the form of a digital certificate. The certificate
usually contains the server name, the trusted certificate authority (CA) and the server's
public encryption key.

— The client may contact the server that issued the certificate (the trusted CA as above) and
confirm the validity of the certificate before proceeding.

— In order to generate the session keys used for the secure connection, the client encrypts a
random number with the server's public key and sends the result to the server. Only the
server should be able to decrypt it, with its private key.

— From the random number, both parties generate key material for encryption and decryption.

« This concludes the handshake and begins the secured connection, which is encrypted
and decrypted with the key material until the connection closes.

« [If any one of the above steps fails, the TLS handshake fails and the connection is not
created.
ITnyn: "SSL/TLS in Detail". Microsoft TechNet. Updated July 31, 2003.

_ X
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http://en.wikipedia.org/wiki/Transport_Layer_Security
http://en.wikipedia.org/wiki/Transport_Layer_Security
http://en.wikipedia.org/wiki/CipherSuites
http://en.wikipedia.org/wiki/Encryption
http://en.wikipedia.org/wiki/Cryptographic_hash_function
http://en.wikipedia.org/wiki/Digital_certificate
http://en.wikipedia.org/wiki/Certificate_authority
http://en.wikipedia.org/wiki/Public_encryption_key
http://technet.microsoft.com/en-us/library/cc785811.aspx
http://en.wikipedia.org/wiki/Microsoft_TechNet

Ilo¢ eumiotevopol KATOL0V;

O opyaviopog (nta Eva motomotntiko amo o CA

H CA onuovpyet Eva metomomtiko Kot To
VTTOYPAPEL

To motomomTikd eykabictotol GTov SErVer Tov
OPYUVIGLOD

O ypNotnc ownbeTel Evav QUALOUETPNTY) GTO OTTOIOV
Exovv mpoeykatooTadel Ta moTomomTikd twv CA

O ELALOUETPNTNC EUTIOTEVETUL TA TIGTOTOINTIKA TOV
Servers wov eival vwoyeypapupéva amd anooekt) CA
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